4th International Conference, CISIS 2011, Held at IWANN 2011, Torremolinos-Málaga, Spain, June 8-10, 2011. Proceedings by Herrero Cosío, Álvaro & Corchado Rodríguez, Emilio Santiago
Lecture Notes in Computer Science 6694
Commenced Publication in 1973
Founding and Former Series Editors:





Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler
University of Surrey, Guildford, UK
Jon M. Kleinberg
Cornell University, Ithaca, NY, USA
Alfred Kobsa




Stanford University, CA, USA
Moni Naor
Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz
University of Bern, Switzerland
C. Pandu Rangan
Indian Institute of Technology, Madras, India
Bernhard Steffen
TU Dortmund University, Germany
Madhu Sudan
Microsoft Research, Cambridge, MA, USA
Demetri Terzopoulos
University of California, Los Angeles, CA, USA
Doug Tygar
University of California, Berkeley, CA, USA
Gerhard Weikum
Max Planck Institute for Informatics, Saarbruecken, Germany




4th International Conference, CISIS 2011
Held at IWANN 2011





Universidad de Burgos, Departamento de Ingeniería Civil
Francisco de Vitoria s/n, 09006 Burgos, Spain
E-mail: ahcosio@ubu.es
Emilio Corchado
Universidad de Salamanca, Departamento de Informática y Automática
Plaza de la Merced s/n, 37008 Salamanca, Spain
E-mail: escorchado@usal.es
ISSN 0302-9743 e-ISSN 1611-3349
ISBN 978-3-642-21322-9 e-ISBN 978-3-642-21323-6
DOI 10.1007/978-3-642-21323-6
Springer Heidelberg Dordrecht London New York
Library of Congress Control Number: 2011927852
CR Subject Classification (1998): K.6.5, D.4.6, C.2, E.3, H.4, H.3, J.1
LNCS Sublibrary: SL 4 – Security and Cryptology
© Springer-Verlag Berlin Heidelberg 2011
This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.
The use of general descriptive names, registered names, trademarks, etc. in this publication does not imply,
even in the absence of a specific statement, that such names are exempt from the relevant protective laws
and regulations and therefore free for general use.
Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper
Springer is part of Springer Science+Business Media (www.springer.com)
Preface
The 4th International Conference on Computational Intelligence in Security for
Information Systems (CISIS 2011) provided a broad and interdisciplinary forum
to present the most recent developments in several very active scientific areas
such as machine learning and intelligent methods, network security, cryptog-
raphy, securying software and industrial perspective among others. The global
purpose of the CISIS series of conferences has been to form a broad and inter-
disciplinary meeting ground offering researcher the opportunity to interact with
the leading research team and industries actively involved in the critical area
of security, and to get a picture of the current solutions adopted in practical
domains.
This volume of Lecture Notes in Computer Science contains the accepted
papers presented at CISIS 2011, which was held in one of the most famous resorts
along the Costa del Sol, Torremolinos, Spain, during June 8–10, 2011. CISIS 2011
received about 70 technical submissions. After a thorough peer-review process,
the International Program Committee selected 38 papers, which are published
in these conference proceedings. This allowed the Scientific Committee to verify
the vital and crucial nature of the topics involved in the event, and resulted in
an acceptance rate close to 54%.
The selection of papers was extremely rigorous in order to maintain the high
quality of the conference and we would like to thank the members of the Program
Committee for their hard work in the reviewing process. This is a crucial process
to the creation of a conference high standard and the CISIS conference would
not exist without their help.
Our warmest and special thanks go to the IWANN 2011 Conference Chairs
(Joan Cabestany, Gonzalo Joya and Ignacio Rojas) and Satellite Workshops
Chair (Juan M. Corchado).
We also thank all the authors and participants for their great contributions
that made this conference possible and all the hard work worthwhile.
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Álvaro Herrero University of Burgos (Spain)
Emilio Corchado University of Salamanca (Spain)
Members
Alain Lamadrid Vallina Department of High Education (Cuba)
Alberto Peinado Domı́nguez University of Malaga (Spain)
Alessandro Zanassi Bocconi University (Italy)
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Javier Areitio Bertoĺın University of Deusto (Spain)
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Manuel Mollar Villanueva Jaume I University (Spain)
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Álvaro Alonso University of Burgos (Spain)
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Álvaro Herrero University of Burgos (Spain)
Santiago Porras University of Burgos (Spain)
Javier Sedano University of Burgos (Spain)
Table of Contents
Chapter 1: Machine Learning and Intelligence
Collective Classification for Spam Filtering . . . . . . . . . . . . . . . . . . . . . . . . . . 1
Carlos Laorden, Borja Sanz, Igor Santos, Patxi Galán-Garćıa, and
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